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DESCRIPTION

This presentation illustrated SBOM lifecycle management and use cases, essentially the insights resulting from the SBOMOps
working group. These results highlight the utility of SBOMs for both SBOM producers and consumers.
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Motivation

4 DpensSF
» Explore the downstream lifecycle and
Improving Risk
» Practical applications of SBOMs across Management
« software production, Decisions
 distribution, and with SBOM Data

« consumption phases.

September 18, 2025

https://openssf.org/wp-content/uploads/2025/09/Improving_Risk_Management_Decisions_with  SBOM_Data.pdf
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The SBOM Lifecycle
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The SBOM Lifecycle: 3 Phases
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The SBOM Lifecycle: 3 Levels of Maturity
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Basic SBOM Operations
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Advanced SBOM Operations
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Mature Operations — Continuous Monitoring
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Use Cases that lllustrate Insights
and Value Gained from SBOM



Use Cases Cover the Entire SBOM Lifecycle
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Use Cases Cover the Entire SBOM Lifecycle

Production Sharing Consumption
" Generate SBOM: ( Verify R Verified Publish Secure Consume Generate SBOM:
| Source, Build,.. 1 Content;Formats ) SBOM SE;OM Repo I SBOMs Deployed..
e I o
- r N Use Cases start here,
Import SBOM ]—> SRR | * with a Verified SBOM | 13 Field servicing of
§ . Formats/Files ) T o software-enabled devices
10 Differences between l l 8 M&A & investment 10 Differences between
builds or versions risk assessment builds or versions
Compare Analyze Risks: Link/Merge 1 Purchase/ W
| Securlty,_ License, Multiple Acquire S/W
Compliance... SBOMs %
[ Interface to Dev ]4-— ‘ > Query ]
T R Analyze
9 Verification of : - 11 Conformance - Risks ]
accessory software Enrich ]_|_> Enriched 11 Conformance with GRC

' sBOMm with GRC
12 Integrity & threat mgt ! -

for OT/isolated networks

Interface to
Legal, GRC,
Vendor Mgt...

Attestations,
Reports: VEX,

\ VDR, MDS?,
EOL ...

Pre and Post Deployment Vulnerability Monitoring
Discover Disposition AssessImpact Monitor Alert Patch

Page % Color Legend Basic SBOM Operations Advanced SBOM Operations Continuous Vulnerability Monitoring ]




Use Cases Grouped by Maturity/Applicability and Stakeholder Role

Most Mature / Broadest Applicability Produce Consume
Pre-Deployment CVE Vulnerabilities X
Post-Deployment CVE Vulnerabilities

Licensing Risks

Pre-purchase Risk Assessment

oo a0 A WN -

X
EOL and Non-maintained Component Alerting X
X

Component Usage Across an Organization

Moderately Mature / Moderate Applicability
Incident Response
M&A and Investment Risk Assessment
Verification of Accessory Software
10 Differences in Components Between Build or Versions

Least Mature / Focused Applicability

11 Conformance with Disparate GRC Specifications

12 Integrity and Threat Management for OT and isolated networks

XK HAHXAXKAXK XXX XX

XXX X

13 Field Servicing of Software-enabled Devices

14



NTIA Minimum Elements Used by Use Case

Supplier Component Version Other Dependency Author Timestamp
Unique Relationship
Identifiers

Pre-Deployment CVE Vulnerabilities X X X X X

Post-Deployment CVE Vulnerabilities X X X X X

Licensing Risks X X X X X

EOL and Non-maintained Component Alerting X X X X X
Pre-purchase Risk Assessment X X X X ) 4 X X
Component Usage Across an Organization ) 4 ) 4 ) ) 4 X

Incident Response X X ) ¢ ) 4 X ) 4
M&A and Investment Risk Assessment ) 4 ) 4 ) 4 ) 4 ) 4 X ) 4
Verification of Accessory Software X X X ) 4 ) ¢ ) ) 4
\E};f:zirs:ges in Components Between Build or X X X X X X X
Conformance with Disparate GRC Specifications X X X X X

:g(t)Tagtreltcyl/ EQSN 'g?kr:at Management for OT and X X X X ) 4 X ) 4
Field Servicing of Software-enabled Devices X X X ) X ) 4 X
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Data Added or Cross Linked to SBOMs to Meet Use Case Objectives

Pre-Deployment CVE Vulnerabilities Vulnerability Source (Database, Supplier); Licenses
Post-Deployment CVE Vulnerabilities Vulnerability Source (Database, Supplier); Runtime Data

Licensing Risks Licenses

EOL and Non-maintained Component Alerting Vulnerability Source (Database); EOL

Pre-purchase Risk Assessment Vulnerability Source (Database); Licenses; EOL; Ownership; Sanctioned Entity
Component Usage Across an Organization Vulnerability Source (Database); Licenses; EOL; Runtime Data
Incident Response Vulnerability Source (Database, Supplier); Multiple SBOM Types
M&A and Investment Risk Assessment Attestations; Sanctioned Entity; Vendor Documentation

Verification of Accessory Software Vulnerability Source (Database); Licenses

Differences in Components Between Build or Vulnerability Source (Database); Licenses; EOL; Runtime Data
Versions

Conformance with Disparate GRC Specifications Attestations; Ownership; Sanctioned Entity; Vendor Documentation

Integrity and Threat Management for OT and isolated Vulnerability Source (Database); Licenses; Sanctioned Entity; Integrity
networks

Field Servicing of Software-enabled Devices Integrity; Vendor Documentation
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Deeper Dive into Use Case #1

Pre-deployment Common Vulnerabilities and
Exposures (CVE) vulnerabilities

SIEMENS



Use Case #1: Pre-deployment CVE vulnerabilities

[1] General Services Administration (GSA) Office of Government-wide Policy. (2024, May 14). Acquisition Letter MV-2023-02 Supplement 2.
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Use Case #1: Pre-deployment CVE vulnerabilities
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Integration of Vulnerability Management into the CI/CD Pipeline enabled by

SBOMs
Start

Pipeline can be
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Key Take-aways

1. Many different stakeholders analyze SBOMs across the lifecycle
« Software Producers, Distributors and Consumers
« Engineering, Security, Regulatory, Procurement, Legal, IT, Vendor Management
2. SBOM data, combined with external intelligence, greatly improves security and vulnerability
management.
« Most common data: Vulnerabilities, Licenses, Sanctioned Entities, EOL/EOS
« SBOM-drive workflows reduce security, licensing, compliance and maintainability risks
Supply chain transparency and trust increase when SBOMs are enriched with key operational data.
SBOM lifecycle management is becoming a specialized practice — but a shared responsibility.

B W

Most importantly !!

Please read the paper
and share feedback

Improving Risk Management Decisions with SBOM Data
https://openssf.org/wp-content/uploads/2025/09/Improving_Risk_Management _Decisions_with  SBOM_Data.pdf
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