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Reference to Anita et. al. 
presentation at SSCA 

Forum

https://csrc.nist.gov/Presentations/2025/improving-risk-management-decisions-with-sbom-data
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Who am I?
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04/2017  - 09/2023 🡪  Incident handler at Siemens Product Computer Emergency Response Team
        (ProductCERT) and Lead Engineer for Cyber Threat Intelligence for Products

09/2023 – Present  🡪 Senior Key Expert Vulnerability Management OT 
                                    technologies @ Siemens Research

• Maintain partnerships with various universities and research institutions
• Represent Siemens in various public technical working groups and external communities



Motivation
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• Explore the downstream lifecycle and 

• Practical applications of SBOMs across 
• software production, 
• distribution, and 
• consumption phases. 

Improving Risk Management Decisions with SBOM Data

https://openssf.org/wp-content/uploads/2025/09/Improving_Risk_Management_Decisions_with_SBOM_Data.pdf

https://openssf.org/resources/improving-risk-management-decisions-with-sbom-data/
https://openssf.org/wp-content/uploads/2025/09/Improving_Risk_Management_Decisions_with_SBOM_Data.pdf
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Production Sharing Consumption

The SBOM Lifecycle: 3 Phases
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Use Cases that Illustrate Insights 
and Value Gained from SBOM
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Use Cases Cover the Entire SBOM Lifecycle
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Use Cases Cover the Entire SBOM Lifecycle
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10  Differences between 
builds or versions

9  Verification of 
accessory software

12  Integrity & threat mgt 
for OT/isolated networks

11  Conformance 
with GRC

8  M&A & investment 
risk assessment

11  Conformance 
with GRC

10  Differences between 
builds or versions

13  Field servicing of 
software-enabled devices



Use Cases Grouped by Maturity/Applicability and Stakeholder Role
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Use Case # Maturity/Applicability Role

Most Mature / Broadest Applicability Produce Consume
1 Pre-Deployment CVE Vulnerabilities

2 Post-Deployment CVE Vulnerabilities

3 Licensing Risks

4 EOL and Non-maintained Component Alerting

5 Pre-purchase Risk Assessment

6 Component Usage Across an Organization

Moderately Mature / Moderate Applicability
7 Incident Response

8 M&A and Investment Risk Assessment

9 Verification of Accessory Software

10 Differences in Components Between Build or Versions

Least Mature / Focused Applicability
11 Conformance with Disparate GRC Specifications

12 Integrity and Threat Management for OT and isolated networks

13 Field Servicing of Software-enabled Devices



NTIA Minimum Elements Used by Use Case
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Use Cases NTIA Fields Used

Supplier Component Version Other 
Unique 

Identifiers

Dependency 
Relationship

Author Timestamp

Pre-Deployment CVE Vulnerabilities

Post-Deployment CVE Vulnerabilities

Licensing Risks

EOL and Non-maintained Component Alerting

Pre-purchase Risk Assessment

Component Usage Across an Organization

Incident Response

M&A and Investment Risk Assessment

Verification of Accessory Software

Differences in Components Between Build or 
Versions

Conformance with Disparate GRC Specifications

Integrity and Threat Management for OT and 
isolated networks

Field Servicing of Software-enabled Devices



Data Added or Cross Linked to SBOMs to Meet Use Case Objectives
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Use Cases Added or Cross Linked Data

Pre-Deployment CVE Vulnerabilities Vulnerability Source (Database, Supplier); Licenses

Post-Deployment CVE Vulnerabilities Vulnerability Source (Database, Supplier); Runtime Data

Licensing Risks Licenses

EOL and Non-maintained Component Alerting Vulnerability Source (Database); EOL

Pre-purchase Risk Assessment Vulnerability Source (Database); Licenses; EOL; Ownership; Sanctioned Entity

Component Usage Across an Organization Vulnerability Source (Database); Licenses; EOL; Runtime Data

Incident Response Vulnerability Source (Database, Supplier); Multiple SBOM Types

M&A and Investment Risk Assessment Attestations; Sanctioned Entity; Vendor Documentation

Verification of Accessory Software Vulnerability Source (Database); Licenses

Differences in Components Between Build or 
Versions

Vulnerability Source (Database); Licenses; EOL; Runtime Data

Conformance with Disparate GRC Specifications Attestations; Ownership; Sanctioned Entity; Vendor Documentation

Integrity and Threat Management for OT and isolated 
networks

Vulnerability Source (Database); Licenses; Sanctioned Entity; Integrity

Field Servicing of Software-enabled Devices Integrity; Vendor Documentation



Deeper Dive into Use Case #1

Pre-deployment Common Vulnerabilities and 
Exposures (CVE) vulnerabilities



Use Case #1: Pre-deployment CVE vulnerabilities
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[1] General Services Administration (GSA) Office of Government-wide Policy. (2024, May 14). Acquisition Letter MV-2023-02 Supplement 2. 

https://www.gsa.gov/system/%20files/MV-2023-02%20w%20sups%201-2.pdf
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Validate & 
Document

Use Case #1: Pre-deployment CVE vulnerabilities

Document
actions and risk 
decisions



Integration of Vulnerability Management into the CI/CD Pipeline enabled by 
SBOMs
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Key Take-aways
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1. Many different stakeholders analyze SBOMs across the lifecycle
• Software Producers, Distributors and Consumers
• Engineering, Security, Regulatory, Procurement, Legal, IT, Vendor Management

2. SBOM data, combined with external intelligence, greatly improves security and vulnerability 
management. 

• Most common data:  Vulnerabilities, Licenses, Sanctioned Entities, EOL/EOS
• SBOM-drive workflows reduce security, licensing, compliance and maintainability risks

3. Supply chain transparency and trust increase when SBOMs are enriched with key operational data.
4. SBOM lifecycle management is becoming a specialized practice — but a shared responsibility.

Improving Risk Management Decisions with SBOM Data
https://openssf.org/wp-content/uploads/2025/09/Improving_Risk_Management_Decisions_with_SBOM_Data.pdf

Most importantly !!
Please read the paper 
and share feedback

https://openssf.org/resources/improving-risk-management-decisions-with-sbom-data/
https://openssf.org/wp-content/uploads/2025/09/Improving_Risk_Management_Decisions_with_SBOM_Data.pdf
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